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Executive Summary

Russia is waging an unconventional war on Europe. 

Through its campaign of sabotage, vandalism, espio-

nage and covert action, Russia’s aim has been to 

destabilise European governments, undermine public 

support for Ukraine by imposing social and economic 

costs on Europe, and weaken the collective ability of 

NATO and the European Union to respond to Russian 

aggression. This unconventional war began to esca-

late in 2022 in parallel to Russia’s invasion of Ukraine. 

While Russia has so far failed to achieve its primary 

aim, European capitals have struggled to respond to 

Russian sabotage operations and have found it chal-

lenging to agree a unified response, coordinate action, 

develop effective deterrence measures and impose suf-

ficient costs on the Kremlin. 

IISS has created the most comprehensive open-

source database of suspected and confirmed Russian 

sabotage operations targeting Europe. The data reveals 

Russian sabotage has been aimed at Europe’s critical 

infrastructure, is decentralised and, despite European 

security and intelligence officials raising the alarm, is 

largely unaffected by NATO, EU and member state 

responses to date. Russia has exploited gaps in legal 

systems through its ‘gig economy’ approach, enabling 

it to avoid attribution and responsibility. Since 2022 and 

the expulsion of hundreds of its intelligence officers 

from European capitals, Russia has been highly effec-

tive in its online recruitment of third-country nationals 

to circumvent European counter-intelligence measures. 

While the tactic has proven successful in terms of reach 

and volume, enabling operations at scale, the key chal-

lenge facing the Russian intelligence services has been 

the quality of the proxies, who are often poorly trained 

or ill-equipped, making their activities prone to detec-

tion, disruption or failure.

Russia’s military doctrine deeply integrates Critical 

National Infrastructure (CNI) sabotage within gibrid-

naya voyna (hybrid warfare). Europe’s critical infrastruc-

ture is particularly vulnerable to sabotage because it is 

in such a poor state following decades of deferred main-

tenance and a lack of investment from national govern-

ments and the private sector. Russia has targeted critical 

infrastructure to generate direct strategic gain in its war 

in Ukraine and as part of its broader conflict with the 

West. While some initiatives, such as the Baltic Sentry 

NATO maritime operation in the Baltic Sea, have been 

somewhat effective, the lack of budget and resources 

has kept NATO and the EU from adopting a long-term 

and sustained response. Furthermore, it is unclear, 

faced with competing national security priorities, how 

committed European capitals are to deterring Russia’s 

unconventional war on Europe.



The Scale of Russian Sabotage Operations Against Europe’s Critical Infrastructure   3    

As part of Russia’s unconventional war on Europe, the 

Kremlin’s sabotage operations and campaign of sub-

version and disinformation, combined with the full-

scale invasion of Ukraine in 2022, are integral to its 

broader hybrid war aimed at undermining the West. 

A primary objective of Russia’s unconventional war on 

Europe is to diminish support for Ukraine by increas-

ing costs for governments and industries, harassing 

populations and exploiting vulnerabilities in European 

defences.1 Ukraine has also actively engaged in cyber 

and drone operations against Russian oil and gas infra-

structure and defence-industry installations, exploiting 

persistent vulnerabilities. These tit-for-tat operations 

aim to impose costs, disrupt operations and influence 

public will on both sides, characterising a broader, 

global contest.

Some NATO member states have assessed Russia’s 

unconventional war to be part of its long-term prepara-

tions for a potential military confrontation with NATO.2 

They assess that the focus is on attacking physical and vir-

tual targets using espionage, subversion, ransomware and 

the abuse of global IT supply chains; and informational 

operations using widespread disinformation campaigns, 

propaganda and the dissemination of deepfakes and con-

spiracy theories.3 These attack vectors intersect in methods 

and effects, integrating capabilities across various sectors 

of the Russian military, intelligence services and non-state 

actors (including the Wagner Group and criminals). 
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Figure 0.1: Frequency of Russian hybrid-warfare activity across Europe, January 2018–June 2025

Notes: All hybrid attacks in 2022 occurred after the beginning of Russia’s full-scale invasion of Ukraine. Energy and communications categories exclude Russian efforts to sabotage 
undersea cables and pipelines; these actions are counted in the undersea category.
Sources: IISS analysis; Armed Conflict Location & Event Data Project (ACLED), www.acleddata.com; Bart Schuurman, ’Russian Operations Against Europe Dataset’, https://dataverse.
harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/TQ0FMQ
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While much attention has been given to Russian 

cyber operations and disinformation campaigns, far 

less has been written about the Kremlin’s system-

atic targeting of European Critical Infrastructure 

(ECI). The targeting of ECI stems from long-standing 

Russian military doctrine4 and draws from Soviet-

era plans which focused on energy supply systems, 

such as electric power plants, fuel supply systems, 

pipelines and refineries.5 Over the past decade, the 

Kremlin has targeted energy, transport, banking, 

financial market infrastructure, health, water, digital 

infrastructure, and government facilities (including 

military installations).6 

More recently, Russian sabotage operations in 

Europe have increased their range of targets and sever-

ity of attacks. The number of attacks almost quadrupled 

from 2023 to 2024 (see Figure 1). IISS data shows that 

the most frequent ECI targets are facilities linked to 

the war in Ukraine and government facilities.7 Russia 

targets bases, production facilities and those facilities 

involved in transporting military aid to Ukraine. 

This report draws on a uniquely detailed dataset 

assembled by the IISS, built on the foundational work 

of Terrorism and Political Violence Professor Bart 

Schuurman at Leiden University in the Netherlands 

and significantly augmented through integration 

with the Armed Conflict Location & Event Data 

Project and IISS’s own incident monitoring. The 

result is the most comprehensive open-source data-

base currently available on Russian sabotage opera-

tions across Europe and its periphery. It captures the 

full spectrum of activity with physical effects: from 

sabotage on undersea cables to GPS blocking across 

multiple domains and geographies.

The dataset has enabled us to identify patterns in 

Russia’s campaign. However, recognising the inher-

ent uncertainty in attributing covert activity, each 

incident is assessed using a tiered confidence sys-

tem, aligned with best practice.8 Where attribution is 

ambiguous, the aim has been to distinguish between 

what is known, what is judged probable, and where 

there is significant uncertainty. This has been particu-

larly challenging when there is a significant time lag 

between the underlying events, the completion of long 

and complex investigations, and court proceedings. 

Evidence and intelligence often emerge incrementally, 

which has required careful assessment and corrobora-

tion from multiple independent sources. 

Decisions about attribution are rarely made in a political 

vacuum. European governments will likely have weighed 

up the benefits and disadvantages of ‘going public’ and 

may decide the risk is not worth it. Reasons include the 

fear of escalation, the need to maintain diplomatic space 

for future negotiations, the protection of sources and 

methods and to avoid public panic. It may also be, fol-

lowing the expulsion of hundreds of Russian Intelligence 

Services (RIS) members in 2022, due to a lack of options. 

As a result, any official attribution of a hostile state act may 

lag behind sensitive intelligence assessments, while state-

ments made in public reflect broader strategic calculations 

as much as their confidence in the evidence.

Russia’s unconventional war on Europe presents signif-

icant policy challenges to Western governments. Russian 

doctrine intentionally blurs the lines between war and 

peace, making it challenging for European governments 

to detect and respond to such aggression. The response by 

NATO and EU has been to define Russia’s unconventional 

war as operations in the ‘grey zone’, below the threshold of 

conventional war. However, the concept of the grey zone, 

while descriptive of hostile activity below the threshold of 

direct state-on-state conflict, has outlived its utility: it now 

too often serves as a bureaucratic shield allowing govern-

ments to avoid decisive action and responsibility. 

Rather than clarifying the threat, the notion of the 

grey zone has sown confusion over mandates and 

accountability, further blurring the boundaries between 

national security, diplomacy and law enforcement. 

This disaggregation of responsibility has hindered the 

emergence of a unified and strategic response; instead, 

governments frequently default to defensive, reactive 

measures, doubling down on protection rather than 

taking the proactive, assertive steps needed to deter and 

disrupt Russian activity. The tendency to treat each inci-

dent in isolation, rather than as part of a wider Kremlin 

campaign, has compounded the problem and contrib-

uted to a lack of coherent, whole-of-government action.

While Russian sabotage operations are estimated to 

have caused hundreds of millions of euros in physical 

damage (to submarine cables, pipelines, transport infra-

structure, etc.), and to some extent psychological harm 
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– by fostering societal anxiety, weakening public trust 

and exacerbating political divisions – they have yet 

to be catastrophic. No confirmed civilian deaths have 

been directly linked to Russian sabotage operations in 

Europe since the 2022 invasion. 

It would, however, be wrong to discount the severity 

of the threat based on the number of civilian deaths, even 

if that is a key driver for governments in determining 

action. The evolving pattern of activity points to a delib-

erate effort by the Kremlin and the RIS to escalate pres-

sure and uncertainty. The absence of mass casualties 

does not imply an absence of intent or capability. Rather, 

it reflects a strategy designed to intimidate, disrupt and 

probe the resolve of European governments in a man-

ner carefully calibrated to avoid crossing the threshold 

that would trigger a forceful retaliatory response. Yet 
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Map 0.1: Methods of Russian hybrid-warfare activity across Europe, January 2018–June 2025

Note: Energy and communications categories exclude Russian efforts to sabotage undersea cables and pipelines; these actions are counted in the undersea category. 
Sources: IISS analysis; Armed Conflict Location & Event Data Project (ACLED), www.acleddata.com; Bart Schuurman, ’Russian Operations Against Europe Dataset’, https://dataverse.
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the margin for escalation is narrow: a single security 

lapse could result in casualties. A small number of out-

lier incidents, most notably the attempted assassina-

tion of Rheinmetall CEO Armin Papperger, point to a 

more aggressive edge. The targeting of Papperger, and 

potentially other figures in the defence industry, signals 

Russia’s intent to strike at individuals linked to Western 

military support for Ukraine, aiming to destabilise the 

defence-industrial base supporting Kyiv.

The cumulative impact of Russian attacks on physi-

cal targets, on virtual targets and via informational 

operations has been to undermine Western resilience 

and divide European societies. The effect has also been 

to lower the threshold for future escalation and increase 

the risk of strategic miscalculation on both sides. 

The report is divided into three sections.  Section 

1  identifies the systemic vulnerabilities and depend-

encies that expose European critical infrastructure to 

Russian sabotage operations, particularly highlighting 

ageing infrastructure, private-sector ownership risks 

and the fragility of interconnected and interdepend-

ent systems. Section 2 explores Russia’s integration of 

infrastructure sabotage into its broader hybrid-warfare 

strategy, detailing the evolving methods employed by 

Russian secret services, including the use of remote 

operatives and low-tech sabotage tactics designed to 

evade deterrence.  Section 3  addresses the strategic 

challenge European governments face in respond-

ing effectively to Moscow’s campaign in Europe. 

While NATO and EU members have made advances 

in recognising and mitigating these threats, responses 

remain predominantly reactive, fragmented and ham-

pered by clear thresholds for responding to Russian 

aggression. The report concludes with strategic impli-

cations of Russia’s sabotage campaign, stressing the 

urgent requirement for a more assertive and proactive 

stance to counter Russian aggression and safeguard 

European security.
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1. The Vulnerability of Europe’s  
Critical Infrastructure 

ECI is vulnerable to sabotage due to a combination of 

inherent systemic weaknesses and an increasingly com-

plex threat landscape. Modern economies and societies, 

driven by efficiency and the ever-increasing pace of 

globalisation, have created increasingly interdependent 

systems where individual disruptions can have wide-

spread effects. For example, the European blackout of 

November 2006 occurred when a high-voltage trans-

mission line was purposefully shut down in northern 

Germany, causing the wider system to overload and 

switch off. Within seconds the failure had cascaded 

across multiple borders, reaching as far as Tunisia.9 

NATO and EU policymakers have highlighted signifi-

cant ongoing concerns with the resilience of European 

critical infrastructure. Firstly, there has been a significant 

lack of investment in ECI in recent decades. The aver-

age electricity-grid asset age is around 40 years, meaning 

about 60% of the total EU grid investment will need to go 

into basic distribution-grid upgrades.10 Transportation 

networks are some of Europe’s oldest critical infrastruc-

ture. European railways are particularly vulnerable and 

are prominent targets for sabotage given their critical 

role in NATO’s military logistics. The nature of railroads 

means a single failure in one system can halt traffic across 

thousands of miles. The Alliance recognises that credible 

deterrence and defence relies on adequate logistics capa-

bility – not least on its Eastern flank.11 In some cases, RIS 

used local criminals to spy on NATO logistics. In Poland, 

Belarusians, Poles and Ukrainians were tasked with moni-

toring the flow of military aid to Ukraine, using methods 

such as placing cameras along railway lines.12

Legacy systems also present their own challenges: 

Lithuania continues to use Russia’s KLUB-U railway 

locomotive control system, which poses serious cyber-

security risks and potentially enables remote sabotage, 

surveillance or disruptions.13 The project to replace the 

system is expected to take until the end of 2027. 

A second concern is the continued use of old com-

puter systems and out-of-date software in ECI. In 

June 2024, the Netherlands Advisory Council on 

International Affairs (AIV) found the Netherlands’ 

hydraulic water management seriously outdated, 

relying on old computer systems connected to digital 

networks for remote operation but lacking the req-

uisite security. A sabotaged dyke would cause sig-

nificant damage in a country mostly below sea level. 

In Haarlemmermeer, North Holland, for example, 

flooding could reach a metre deep, very quickly over-

whelming the entire infrastructure of Schiphol Airport, 

including highways and rail links.14

A third concern is that a significant portion of criti-

cal infrastructure is privately owned or operated. While 

security and resilience are increasingly motivations for 

investment, as insurers and shareholders push for busi-

ness security, profit-driven models prioritise efficiency 

over redundancy, creating inherent weaknesses. About 

90% of NATO’s military transportation uses civilian 

assets; more than half of the satellite communications 

for defence purposes are provided by the commer-

cial sector; and 75% of the support NATO operations 

receive from host nations comes from local commercial 

sources.15 The lack of a single, harmonised regulatory 

framework and differing national standards for critical 

infrastructure protection across EU and NATO mem-

bers complicate efforts to ensure consistent security lev-

els. Regulatory limitations often focus on discrete assets 

rather than a holistic, system-wide approach to resil-

ience, making it challenging to address transboundary 

issues and the complex interplay of risks. 

Lastly, policymakers have been increasingly con-

cerned by the vulnerability of submarine cables given 

how reliant the European economy is on them. Cables 

transmit around 95% of global data flows and underpin 

an estimated USD$10 trillion in financial transactions 

every day, and yet they are vulnerable due to physical 

exposure, strategic importance, large attack surface and 

limited redundancy.16 Submarine cables are particularly 

vulnerable, with more than 70% of yearly incidents 

caused by unintended cable damage from commercial 

marine activity.17 
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While the ECI landscape is broad and complex, IISS 

data suggests that Russian sabotage and covert opera-

tions include both random acts of vandalism (designed 

to sow fear and discord in the local population) and 

targeted attacks on specific single points of failure 

within systems. The latter suggests a pattern over the 

past few years which has included the sabotage of high-

speed rail lines hours before the 2024 Paris Olympics 

opening ceremony;18 the arrest in Poland of a spy ring 

placing cameras along railway lines where a single 

line blockage could halt military logistics to Ukraine;19 

the sabotage of submarine cables20 where failure cas-

cades regionally; and sabotage of water-treatment 

plants, such as in August 2024 when German authori-

ties temporarily sealed off a German military base near 

Cologne airport to investigate suspected sabotage of its 

water supply. The Cologne incident came shortly after 

another suspected water-supply sabotage at a NATO 

base in Geilenkirchen, the headquarters of NATO 

Airborne Warning and Control System aircraft and an 

important transport hub for Ukrainian soldiers trained 

in Germany.21 
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Figure 1.1: Russian hybrid-warfare activity by country and year, January 2018–June 2025

Notes: All hybrid attacks in 2022 occurred after the beginning of Russia’s full-scale invasion of Ukraine. Energy and communications categories exclude Russian efforts to sabotage 
undersea cables and pipelines; these actions are counted in the undersea category. 
Sources: IISS analysis; Armed Conflict Location & Event Data Project (ACLED), www.acleddata.com; Bart Schuurman, ’Russian Operations Against Europe Dataset’, https://dataverse.
harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/TQ0FMQ
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2. Russia’s Unconventional War on Europe 

Gibridnaya voyna describes aggressive and coercive 

actions with an emphasis on using all tools of the state 

and associated non-state actors to achieve political 

power. In reality, hybrid warfare is an amorphous term 

with wide theoretical variance in definitions across aca-

demic and policy contexts that first emerged around 2005 

to describe insurgent conflicts in the Middle East but has 

since been adapted to a wide array of engagements.22 

For the Kremlin, gibridnaya voyna is used to describe 

what they perceive as informational warfare waged by 

the West against Russia and aimed at amplifying internal 

social, political and ideological divisions to weaken the 

country from within.23 General Valery Gerasimov, chief of 

the general staff of the Russian armed forces, wrote in 2016 

that gibridnaya voyna aims to ‘achieve political goals with a 

minimal military influence on the enemy … by undermin-

ing its military and economic potential by information and 

psychological pressure, the active support of the internal 

opposition, and partisan and subversive methods.’24 An 

example of this approach is the destruction of Warsaw’s 

largest shopping centre, Marywilska 44, by a fire in May 

2024, which Polish officials publicly linked to Russia, illus-

trating the targeting of civilian commercial facilities with 

arson.25 Other incidents of vandalism suggest a broader 

pattern of low-level, deniable hostile activity.26 

When describing Russia’s comprehensive approach 

to conflict, which integrates military and non-military 

means, Russian analysts typically prefer terms like 

‘new generation warfare’ or ‘information confrontation’ 

rather than gibridnaya voyna. A defining characteristic 

of this strategy is its whole-of-government approach, 

where all activities, including conventional military 

operations, are subordinate to an overarching informa-

tion campaign with the objective of shaping a target 

state’s governance and geostrategic orientation.27 

Gerasimov suggests a 4:1 ratio of non-military to 

military means that broadly employ political, economic, 

informational, humanitarian and other non-military 

measures,28 but that is ultimately rooted in the credible 

use of military force.29 Unlike Western approaches, which 

often separate cyber and information operations, Russian 

doctrine treats ‘information technical’ and ’information 

psychological’ activities as inherently integrated.30 

However, it is worth noting that while that Russian 

doctrine outlines an integrated, all-encompassing 

approach to conflict, European security and intelligence 

agencies perceive a gap between this theoretical frame-

work and its practical, often fragmented, opportunistic 

and at times counterproductive implementation.31

As IISS data shows, confirmed Russian sabotage of 

ECI increased 246% from 2023 to 2024. This sharp esca-

lation aligns closely with Western removal of restrictions 

on Ukraine’s use of advanced Western‑supplied weap-

ons, particularly long‑range systems used to strike inside 

Russia.32 In the first five months of 2025, publicly available 

information suggests there have 25 incidents of sabotage, 

espionage and vandalism against NATO military infra-

structure. In May, Germany foiled a Russian-linked parcel-

bomb plot targeting logistics networks. Over the past four 

months, Sweden has investigated suspected sabotage tar-

geting over 30 telecommunications towers along the E22 

highway. Because Sweden’s civilian and military commu-

nications are integrated, damage to fibre networks along 

major routes like the E22 is highly likely to disrupt secure 

defence communications and surveillance infrastructure.

Russian sabotage efforts, particularly against criti-

cal infrastructure, are not a recent development. The 

Kremlin has historically targeted submarine cables. 

In October 2015, United States authorities monitored 

Russian submarine patrols and the Russian surface ship 

Yantar in a corridor of the North Atlantic that hosts a 

cluster of undersea cables. The Project 22010-class intel-

ligence ship operated by the Russian Navy carried 

deep-sea submersibles and cable-cutting gear.33 

More recently, some of the most disruptive attacks have 

involved anchor-dragging by Russia’s ‘shadow fleet’. The 

shadow fleet travels to and from the ports of Primorsk 

and Ust-Luga over a large number of submarine cables 

and undersea infrastructure in a narrow corridor between 

Finland and Estonia and outside any country’s territorial 
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jurisdiction.34 In international waters, the flag state has an 

obligation to punish ships for damaging cables, but there 

is no authority for the aggrieved states to do so.35 

Recent Russian sabotage incidents in the Baltic Sea 

include those involving the Cook Islands-flagged 

Eagle S, which dragged its anchor and cut the Estlink-2 

undersea cable in the Gulf of Finland, and the Chinese-

flagged Yi Peng 3, which is suspected of having delib-

erately dragged its anchor to cut the C-Lion1 cable 

connecting Finland and Germany and the Arelion cable 

linking Sweden and Lithuania.36 Repairing just one sev-

ered cable or pipeline costs tens of millions of euros, not 

including the economic damage inflicted by the loss of 

capacity or the additional costs of policing, investigat-

ing and defending the maritime domain.37

In February 2022, NATO member states began to expel 

hundreds of Russian officials in retaliation for Russia’s full-

scale invasion of Ukraine. Of the 600 expelled from Europe 

in 2022, around 400 were from the RIS.38 This round of 

expulsions followed a similar process in the aftermath of 

Russia’s attempt to assassinate Sergei Skripal in 2018 in the 

United Kingdom when ‘150 Russian intelligence officers 

[were] expelled by mainly Western countries’.39 

The widespread expulsions significantly reduced the 

number of experienced Russian intelligence officers on the 

ground and reduced the physical operational capabilities 

of Russian special services in European countries. It also 

disrupted the support apparatus through which Russia 

traditionally conducts many of its operations. In response, 

the Kremlin adopted a new ‘gig economy’ approach to 

sabotage in its operations in terms of recruitment, direc-

tion, cost and scale.40 This allowed the RIS to recruit widely 

and flexibly while offering limited operational direction 

and managing their assets remotely. While the tactic has 

enabled operations at scale, the key challenge facing the 

RIS has been the quality of the people they recruit, who are 

often poorly trained or ill-equipped, making their activi-

ties prone to detection, disruption or failure.

Operational work is led by Russia’s military intel-

ligence, GRU Unit 29155.41 What began as a campaign 

to destabilise Ukraine has evolved into a broader, esca-

lating ‘shadow war’ against the West.42 Russian han-

dlers post ads in employment forums, especially on the 

Dubai-based social networking app Telegram, targeting 

Eastern European immigrant communities. Russian 

intelligence officers then assign tasks ranging from post-

ing pro-Russian propaganda posters or petty vandalism 

to ECI sabotage.43 The GRU have also been rebuilding 

capacity by targeting, among others, foreign students 

and elements within the Russian exile community. 

 This gig economy approach to sabotage has been suc-

cessful because vulnerabilities associated with ECI require 

relatively unsophisticated sabotage efforts. While intelli-

gence obtained through traditional means, such as informa-

tion gathered by intelligence officers through informants, 

likely provides direction to foreign nationals, the majority 

of attacks involve minimal technical sophistication, such 

as arson. This has allowed Russia to operate undeterred 

and partially undetected. The substantial increase in van-

dalism is an indicator of the prevalence of the gig economy 

approach in action. IISS data shows Russian vandalism 

has increased every year since 2021, with eight substan-

tial incidents reported in 2024.44 Criminal sanctions, where 

they exist, have not limited Russia’s operational capacity, 

as its agents can be replaced. If legal mechanisms cannot 

hold Russia directly accountable and create a deterrent 

against malign action, then states must pursue other forms 

of deterrence and prevention. 

 Legislation such as the UK’s National Security Act 

2023, which imposes penalties for working with a for-

eign intelligence service comparable to those for ter-

rorism offences, may deter some individuals from 

accepting Russian sabotage offers, but it is far from a 

complete solution and is unlikely to deter sabotage at 

large. Even in the highest-profile cases of Russian spy-

ing, intelligence officers remain untouchable.45

Russian sabotage operations in Europe have acceler-

ated, increasing in both the frequency and boldness of 

physical attacks. It is highly likely that, in July 2024, the 

GRU attempted to target cargo planes by implanting a mag-

nesium-based flammable substance in electric massagers. 

These devices exploded at DHL logistics hubs in Germany, 

Poland and the UK and were test runs for potential future 

attacks against cargo aircraft.46 About 40 arson plots have 

been linked to Russia in Germany and Poland, including the 

destruction of the Warsaw shopping centre. In May 2024, a 

major fire broke out in Berlin at a Diehl Group factory, which 

produces IRIS-T surface-to-air missiles used in Ukraine. 

Russia has also been linked to an explosion at a warehouse 

in Spain storing communications equipment for Ukraine.47
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3. Europe’s Response to Russian 
Sabotage Operations

Russian sabotage operations in Europe have contin-

ued into 2025, although IISS data suggests a lull in 

such activity during the first half of the year. While 

reported attacks appeared to dip between January and 

July, several factors may explain this. Firstly, some inci-

dents from early 2025 are likely still unconfirmed by 

local authorities and law-enforcement and intelligence 

agencies often take time to gather evidence, creating a 

lag in the data. Secondly, it is possible that the start of 

US President Donald Trump’s second term may have 

prompted the Kremlin to pause operations temporarily 

to avoid alienating a more conciliatory US administra-

tion. Finally, the US-led response to the DHL incident in 

2024 may have made the Kremlin pause and led RIS to 

rein in their operations.48 

European governments have launched a number 

of initiatives this year. In March 2025, Estonia, Latvia, 

Lithuania and Poland withdrew from the Ottawa 

Convention forbidding anti-personnel mines, citing a 

‘fundamentally deteriorated security situation’ in the 

Baltic region.49 On 1 April, Finland followed suit. Such a 

change likely signals enhanced military readiness to the 

Kremlin, which aims to avoid direct military confronta-

tion with NATO. In the maritime domain, NorthSeal, a 

joint security effort in the North Sea, was stood up in 

2025 along with Baltic Sentry. 

But there are also reasons to be cautious in interpret-

ing the lack of sabotage activity as an apparent lull. It is 

possible that following a spate of arrests and disruptions 

by European law enforcement in 2024 and 2025, the RIS 

are regrouping networks, recalibrating tactics or avoid-

ing detection. Covert recruitment by RIS via Telegram 

has continued50 and is targeting third-country nationals, 

specifically in Eastern European migrant communities. 

Under-reporting bias remains significant given that sab-

otage may be initially misidentified as a technical failure 

or accident. Media speculation can also create public anx-

iety by hinting at malign Russian involvement, as seen 

following the March 2025 electricity-substation fire that 

shut Heathrow Airport in the UK.51 Events like this also 

risk absorbing the police and security services’ time, tak-

ing them away from other real and potential incidents. In 

this case, UK officials struck a cautious note by suggest-

ing that, while there was no indication of foul play, they 

retained an open mind. 

But maintaining high-tempo security operations in a 

contested environment is resource-intensive and diffi-

cult to sustain, prompting a search for more cost-effec-

tive and enduring solutions. Less than six months after 

Baltic Sentry began, Jean Charles Ellermann-Kingombe, 

NATO’s assistant secretary general for innovation, 

hybrid and cyber, said the operation, though crucial, 

had become prohibitively costly.52 He suggested unin-

habited systems – such as the Saildrone Voyager, an 

uninhabited surface vehicle currently on NATO sea 

trials in the Baltic Sea – offer a more sustainable alter-

native for long-term security in the region.  However, 

the absence of crewed ships will likely change Russian 

deterrence calculations. When NATO Secretary General 

Mark Rutte announced Baltic Sentry, he said the goal 

was ‘to strengthen the protection of critical infrastruc-

ture … and enhance NATO’s military presence in the 

Baltic Sea.’53 Rutte went on to stress the importance of 

robust enforcement, highlighting how Finland had 

demonstrated that firm action within the law was pos-

sible with the boarding of the Eagle S in late 2024. 

The shift from Baltic Sentry’s robust military pres-

ence to a pared-back, semi-autonomous approach 

suggests Europe’s preferred approach of prioritis-

ing deterrence through denial rather than deterrence 

through punishment. This reflects a trend in NATO 

and EU policy of prioritising resilience and capacity 

building, largely in response to infrastructure failures 

and for economic reasons.54 

NATO’s belated recognition of the importance of 

protecting critical infrastructure in 2016 followed the 

Russian invasion of Ukraine in 2014. The Alliance 

set out seven baseline requirements for civil pre-

paredness and agreed to pursue them while accept-

ing that civil preparedness was primarily a national 
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responsibility.55 NATO further developed its approach 

with its Strategic Concept at a Madrid summit in 

June 2022, which recognised resilience as a key ena-

bler for deterrence and defence; the Joint Declaration 

on EU-NATO Cooperation in January 2023; and the 

Alliance Resilience Objectives at the Vilnius Summit 

in July 2023, which aimed to prepare the Alliance for 

‘strategic shocks and disruptions’.56

The EU-NATO Task Force on Resilience of Critical 

Infrastructure, launched in January 2023, was intended 

to bridge gaps between military, intelligence and law-

enforcement communities, sharing best practices and 

enhancing situational awareness. The Strategic Concept 

declared that NATO could consider ’a single or cumu-

lative set of malicious cyber activities’ or other hybrid 

attacks as triggering Article 5. But such a policy is not 

credible absent a coherent framework to identify incre-

mental actions or, more importantly, the political will 

to go to war without a clear and obvious provoca-

tion.57 Russia likely assesses that Article 5 would not be 

invoked in response to most of its opportunistic sabo-

tage, leaving it undeterred.

Furthermore, by misreading Russia’s strategic cal-

culus in the grey zone, Western states underestimate 

the necessity of deterrence through force, thereby 

weakening it. Russia perceives itself to be in a con-

tinuous, existential and intractable struggle with the 

West. Russia blurs the lines between war and peace to 

achieve its political goals without triggering a conven-

tional conflict, in which it knows that it is underpow-

ered compared with NATO. European governments 

have largely decided they are not ‘at war’, that Russia’s 

activities remain in the grey zone and will unlikely 

meet the Article 5 threshold, without a substantial 

shift. Europe has been reluctant to impose sufficient 

costs, often fearing escalation.58 

One recent example is instructive in this regard. The 

British government has recently stepped up efforts to 

challenge Russia’s shadow fleet by routinely demand-

ing proof of insurance as these vessels transit British 

waters.59 While this is a welcome development, and 

follows an agreement with Denmark, Estonia, Finland, 

Poland and Sweden to increase the number of checks 

on shipping insurance, the practical impact appears 

limited. Many ship operators respond evasively or 

ignore requests altogether. Only one ship has been 

sanctioned.60 The opacity of vessel ownership continues 

to hamper enforcement, suggesting it is not deterring 

shadow fleet operations. 

Russia operates below traditional deterrence thresh-

olds due to both its own design and European policy 

failures. Europe’s reactive posture has failed to inflict 

sufficient penalties.61 Despite persistent challenges, 

however, some European countermeasures have 

imposed costs. This includes the expulsion of Russian 

diplomats and intelligence operatives, which degraded 

the Russian intelligence services’ networks and infra-

structure. Pre-bunking efforts, such as unprecedented 

public US and UK intelligence disclosures62 before 

Russia’s 2022 invasion of Ukraine, pre-empted Russian 

false flag operations and blunted Kremlin narratives, 

demonstrating the strategic value of proactive informa-

tion operations. 

Efforts at deterrence by denial have strengthened 

resilience. Undersea surveillance, the creation of 

NATO’s Critical Undersea Infrastructure Coordination 

Cell, and public-private partnerships to harden cyber 

and physical infrastructure have raised the cost of sabo-

tage. Yet many NATO countries remain unable to repli-

cate such partnerships independently. Resilience alone 

has not deterred Russia, not least as sabotage operations 

remain cheap and effective in the gig economy. 

European strategic culture further constrains effec-

tive deterrence. Western democratic legal systems and 

values impose limitations that authoritarian adversaries 

exploit externally and can ignore at home. Attribution 

remains challenging. While Western intelligence assess-

ments frequently conclude with high confidence that 

Russia is responsible for sabotage, political and legal 

hesitancy often delays public attribution, undermining 

deterrence by signalling to the Kremlin that they will 

pay minimal reputational costs. Despite France’s allies, 

including Germany, the Netherlands, the UK and the 

US, having a policy of attribution, France has largely 

avoided publicly blaming state sponsors.63 In May 2025, 

however, President Emmanuel Macron announced that 

France would begin to attribute hostile acts in response 

to the growing Russian threat.64

Russia’s sabotage of ECI is central to its unconventional 

war on Europe and designed to weaken Western resilience 
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and unity. It presents significant policy challenges to 

European governments. Russian doctrine intentionally 

blurs the lines between war and peace, making it chal-

lenging for European governments to detect and respond 

to such aggression. The response by NATO and EU has 

been to define Russia’s unconventional war as operations 

in the grey zone, below the threshold of conventional war. 

However, the grey zone concept, while descriptive of hos-

tile activity below the threshold of direct state-on-state 

conflict, has outlived its utility: it now too often serves as a 

bureaucratic shield, allowing governments to avoid deci-

sive action and responsibility. As military historian Hew 

Strachan has noted, a critical shortfall in Western security 

thinking lies in a lack of clarity on what constitutes war, 

creating dangerous confusion.65 Allowing the Kremlin 

to normalise sabotage as a tool of statecraft risks long-

term strategic erosion and miscalculation that could drag 

Europe into deeper conflict.
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